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Introduction: What is DRM

Definition and Purpose

What is DRM?
@ Digital Rights Management
@ Usually percieved as an extension of copyright law
@ In this paper, a technology meant to prevent media “piracy”

@ |L.E., the goal of DRM is to make sure you cannot back up
your music files

How is DRM implemented?
@ Fairplay
@ Macrovision
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Requirements

@ The client cannot remove the encryption from the file and
send it to a peer.

© The client cannot 'clone’ its DRM system to make it run on
another host.

© The client obeys the rules set out in the DRM license.
© The client cannot separate the rules from the payload.
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Strategies for DRM

Software Level

Apple’s “Fairplay” is implemented at the level of the iTunes
software, and nowhere else. Typical release/hack time is two
weeks for software, 3 minutes per song. Fairplay cannot
implement the 4 rules.

| A

OS Level

Windows Vista has a large number of DRM components. Vista
monitors and certifies:

@ All peripherals
@ All media

Windows Vista DRM has, according to one source, already
been hacked.[1]
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Limitations on a traditional OS

Case: Movie

What must be accomplished to protect a movie for two days of
viewing?
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Limitations on a traditional OS

Case: Movie

What must be accomplished to protect a movie for two days of
viewing?

@ Time Sensitive:Unalterable Datekeeping

© Protected Data:Encryption

© Trusted Output:Monitor is not a recorder

© Trusted Software:No decryption software running
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Implementing the requirements

@ Maintain Time Sensitivity
e System clock must be guaranteed at boot time
e Content state must be constantly updated
e Otherwise: Content could be moved to or deployed to a
virtual machine witha dishonest clock.

© Encryption
e User cannot access the plaintext of the message. There
must be sealed storage the the user does not have
priveleges to.
e Otherwise: they have the key. They have the decoder. They
have the cyphertext and the plaintext. How long can your
crypto last?
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Implementing the requirements

@ Trusted Drivers
e No unapproved devices can be allowed
e This means all video cards, monitors, and speakers must
be “trusted” and constantly updated
e Otherwise, any output device could be a recorder instead of
a display.
© No changes to system
e System must be clean at boot, all trusted
e System must be constantly checked
e Otherwise, malicious program could be launched
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Vista, the First DRM based OS

The Tech Spec

“It is recommended that a graphics manufacturer go beyond the
strict letter of the specification and provide additional
content-protection features, because this demonstrates their
strong intent to protect premium content”

The Goal

The goal of Vista’s content protection is to prevent you from
viewing unauthorized HD content.

| A\
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Device Monitoring |

@ HD can only be output through HDCP connectors
e Therefore perhaps one card supports HD content under
Vista
e DVI-D, 15-pin D-Sub, S-Video, and component video
connectors cannot be trusted and will not carry HD content
@ Some content will merely be degraded, not shut off
altogether

@ Vista has an error for “Resolution Too High”

@ Content cannot be fed back into the machine
e voice applications (skype, etc) require this for echo
cancellation
e VOIP performance degrades under Vista
@ Drivers cycles slow down

e Devices must be specified more carefully, no unified drivers
o All drivers must be signed by Microsoft.
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Device Monitoring Il

e Currently, very few drivers are signed by Microsoft
@ Worldwide signature revocation for leaky devices
@ “tilt bits”: small problems restart graphics subsystem
@ All device traffic must be encrypted: heavy CPU usage
@ Experts agree that all of this is useless.[7]
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What will work?

Least Privilege

The system must be able to assign to each process only those
permissions that are actually needed, and no more, to
guarantee security.

Trusted Computing

The system can be trusted to implement a security model. This
means changing access from user centered to process
centered, Mandatory Access Control model. A MAC OS

@ Several Levels of Security
@ Defined at the CPU
@ Same input/output limitations
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3 Layer Approach

~
DRM Protected ( \
Virtual Machine

( Security Manager '\

e. MAC Services
DRM
Protected Cryptography Serv.

Data
Object Migration Serv.
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Policy

Mainstream
0s
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@ Solves the access problem, as the user cannot access the
plaintext or the cyphertext

@ Does not solve the functional problems that we saw with
Vista
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Effectiveness

Can non-MAC DRM be effective in combatting piracy?

No. Easy software, physical, and hardware hacks will beat any
DRM scheme. The reason is that there has to be a way for the
consumer to view the media, thus creating the lever for reverse
engineering the cryptography scheme or hardware.[7]

What does standared DRM accomplish

DRM makes it marginally more difficult for non-technical people
to re-purpose media for personal use, or to trade media with
their friends.

Is this a desirable outcome?
?
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Ethical Problems With DRM

@ No Backups, must buy things twice

@ Inhibits Fair Use

© Stifles creativity:the “clearing” problem
© Increases Hardware/Software Costs

© Places more control with larger companies: prohibition of
non-secure content

© Requires more laws, limits free speech, destroys America
@ Inevitably takes control of machines away from consumers
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